THE EDISCOVERY MATURITY MODEL
PREPARING YOUR ORGANIZATION FOR BETTER
EDISCOVERY MANAGEMENT
W H ITE P AP ER

THE EDISCOVERY
MATURITY MODEL
P REP A RIN G Y OUR ORG A N IZ A T ION FOR B ET T ER EDIS COV ERY M A N A G EM EN T

eDiscovery has been a giant, prickly thorn digging into the sides of
corporate leaders and legal & IT teams for decades. That thorn twisted
even deeper when eDiscovery expanded beyond the litigation field to
also be required in responding to regulatory requests, internal
investigations, government and agency audits, mergers and
acquisitions, and many other business management activities.
But today’s advanced eDiscovery technology can finally pull that thorn
out for good.
As discussed in the whitepaper “Discover eDiscovery,” corporate leaders
now use advanced eDiscovery technology to address the factors that
turned eDiscovery into the thorny issue it is now, helping them to:

STAY AFL OAT
through the daily data tsunamis consisting of wildly disparate file types
generated by more and more digital devices and online tools.

SUCCESSFUL L Y RESPOND
to the increasingly more frequent and extensive demands from more
regulations, transparency expectations, privacy laws, lawsuits, audits,
and so on for which they must collect, process, review, and produce
specific information.

AVOID BEING OVERWHEL MED
by this combination of concerns that can’t be handled using manual
processing procedures, makeshift tools, and outdated software.
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You, too, can put the issues associated with eDiscovery behind you
using technology built specifically to address them, starting from the
ground up. Today’s eDiscovery platforms implement data governance
principles that find and correct issues before they have a chance to
become costly problems that require even more eDiscovery to deal
with.
Using those platforms, advanced software helps organizations prepare
for and achieve effective eDiscovery management. Corporate clients
are demanding more efficient services, and companies that fully
prepare for eDiscovery by using in-house platforms can give it to them
through:
• Greater efficiencies that lead to significant cost savings;
• Fewer surprises, which often lead to unforeseen additional costs;
• Less disruption with full cooperation among internal teams and easy collaboration with external parties;
• Faster throughput with advanced Technology Assisted Review (TAR);
• More automation that greatly reduces the time and effort involved;
• Smarter workflows with Artificial Intelligence (AI) technologies uncovering the real story from within your data;
• Better strategic decision-making capabilities with guidance from predictive data analytics.

For many reasons - including those that range from concerns about
costs to fear of change to having been burnt in the past by technology
that didn’t deliver - corporate leaders don’t always jump straight to
incorporating a complete in-house eDiscovery technology solution.
Sometimes, they take a long and winding road with many stops along
the way.
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HOW ORGANIZATIONS
COPE WITH EDISCOVERY
Over the years, companies have developed a variety of strategies to
meet eDiscovery challenges. These range from making it up as they go
along to bringing a full-service eDiscovery platform in-house.
Falling somewhere in between, some legal department leaders may use
Excel spreadsheets to track legal holds while others bring in
consultants. Some outsource the entire eDiscovery process, while
plenty of others collect and cull data sets in-house, then outsource
review and production.
As wide-ranging as the coping strategies are, a general pattern can be
found among them.
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The eDiscovery Maturity Model charts the effectiveness of the various
tools and strategies businesses use to prepare for eDiscovery. Legal
professionals can measure how well their own needs are met in these
categories:
F INA NC IA L

QU A L ITY & R ISK S

EA SE OF U SE & A U TOM A TION

SEC U R ITY

P R OC ESS & C OL L A B OR A TION

Cost savings, price transparency, and budget predictability;
Accuracy, speed, thoroughness, and defensibility;
User friendliness, speed, and efficiency;
Cyber hacking, data leaks and privacy violations;
Internal workflows and cooperation and external collaboration;
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CONTROLLED
PROGRESS
The Maturity Model shows the logical steps necessary to the experience
greater benefits available by moving to the next phase.
However, it’s not a race to the top.
The goal is controlled progress while meeting your company’s specific
needs. Your journey may lead you on a path that results in performing
all eDiscovery processes on a customized in-house platform. Or, you
may rest someplace more comfortable along the way.
Controlled progress is achievable with eDiscovery platforms that are
available as a service and that charge on a usage basis. With these
options, you can initially process smaller data sets while taking time to
get comfortable with how the technology works.
Let’s look closer at what benefits are - or are not - achieved during each
phase of the Maturity Model.

THE GOAL IS CONTROLLED P ROGRESS
WHILE M EETING YOUR C OM PANY’S
SPECIFIC NEEDS
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AD HOC ATTEMPTS
Or: “What the heck is going on here? Let’s hope no one asks.”
With established procedures and tools to address eDiscovery, data is
already organized, everyone knows their roles, and automated
processes handle many tasks for you ahead of time.
But without them? It’s chaos. Every time a need arises to access,
identify, collect, process, review, or produce documents or data files, a
mad scramble ensues.
You’re fully reactive with no time to determine the most cost-effective
solutions. Workflows are disrupted. Inefficiencies and costs run amuck.
The white paper How to Control the Hidden Costs of eDiscovery goes
into further detail but a quick look shows:
•

Data collection costs range anywhere from $125 to $6,700 per gigabyte.

•

Legal document review costs are anywhere from $1,800 to $30,000 per gigabyte.

•

Costs double every 18 months due to the steep growth in the amount of data collected per custodian.

It’s bad enough not knowing the depths of the data you’re dealing with.
Without an established route to follow, it’s utterly impossible to predict
the time, money, and manpower needed to find out.
Ultimately, you wind up asking the C-suite for a blank check. You opt to
spend it piecing together point solutions to reinvent the wheel, or you
hand it over to outside counsel along with the entire project.
Farming out projects means people most knowledgeable about the data
lose control of it. Advantages of an innate familiarity with how the data
relates to the case are lost. Resulting inefficiencies introduce higher
risks for errors and more potential for omitting important issues.
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Digital security for your organization’s most critical private information
is also completely out of your hands. You’re completely reliant on others
less knowledgeable about your company to determine its future.

MAKESHIFT IT TOOLS & POINT SOLUTIONS
Or: “Let’s just keep trying things till we see what sticks.”
“Making do” with provisional tools and temporary point solutions puts
not only your case but also your entire organization at risk. As the white
paper Understanding the Need to Bring eDiscovery In-House discusses:
Today’s advanced eDiscovery technology results in traceable,
repeatable, and most importantly, defensible results. But, even the most
well-intentioned IT staff often lack the appropriate forensic tools and
adequate training to handle legal evidence properly; the days when legal
holds could be effectively managed with tools such as Excel
spreadsheets are well behind us. Today’s tech includes specifically
designed legal hold functions to prevent spoliation;
Assisted review, advanced search, and automation successfully
manage the processes that no longer can be with manual practices
such as searching for and reviewing documents with Microsoft tools
and using Adobe to redact private information.
Makeshift technology tools add to project management burdens.
Implementing them increases workloads and because they’re less
effective, you need more reviewers. Meanwhile, they can only ever be as
good as your current IT team.
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Even after all the hard work and time invested, you’re left simply hoping
for the best. Consistency and reliability are major issues. You’re never
sure you collected all the relevant data or produced all responsive
information. Questions about defensibility plague your efforts from start
to finish.
Security is only as effective as the controls for each tool. Data may
remain in-house but it is at risk while unprotected between systems.
The element of the unknown brings a much greater risk of inadvertently
disclosing privileged, protected, or private data because improvised
processes are more susceptible to unforeseen variables that affect
them adversely.

CONSOLIDATION ON A SINGLE PLATFORM
Or: “We’ve got everything organized and under control.”
Data is easily organized and tightly controlled by bringing an eDiscovery
platform in-house. Everything is preserved and organized as part of a
daily operating procedure through platforms that integrate with
software such as MS Office 365, Adobe, SharePoint, Exchange, FileNet
and document repositories.
Legal holds are easier to implement and track. Defensibility is not in
question with proven data preservation and collection processes. Rather
than calling IT at the 11th hour in a blind panic, internal teams can rely on
the software to:
• Unpack files and embedded documents and standardize all file types;
• Make all components searchable with OCR;
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• Greatly reduce the volume of data for review by deduplicating, deNISTing and other automated features;
• Ensure protection of privacy under GDPR and other rules with auto-redaction and auto-classification;
• Easily produce data to all parties through a single secure web interface.

SIG NIFICANT COST SAVING S
Organizations may be involved in 50 or 100 active cases or projects at a
time. Their data floats around various law firms on multiple hosting
platforms.
Incorporating all cases and projects onto a single in-house platform
provides leverage to get the best price for consolidated hosting volume
instead of paying premium prices across various platforms.
You also attack the biggest cost generator, document review, at its
source. Advanced culling reduces data volumes by as much as 92%.
That percentage can go as high as 98% when AI-driven techniques are
also applied. No more blank checks.
With an easy-to-use platform and game plans in hand, internal
departments cooperate more efficiently. As a bonus, you don’t have to
referee turf battles among outside counsel and third parties anymore,
either. You’re in complete control with single-point access to all your
data.
From here on out, keeping more data in-house and maintaining much
tighter control over who has access to it greatly reduces security risks.
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DATA-DRIVEN DECISIONS WITH DATA ANALYTICS
AKA: “Nothing relevant escapes our attention, and we learn the real story
before spending months on review.”
Artificial intelligence powers the machine learning techniques behind the
many types of Structural, Conceptual, and Predictive Data Analytics:

AI-driven data analytics result in greater capabilities to:
•

Inform decision-making by revealing case facts and merits and recognizing critical issues earlier;

•

Find more important information faster when you prioritize batches for reviewers or investigators;

•

Complete tasks that used to take days, weeks, months in mere seconds with automation;

•

Uncover relevant information that may otherwise go overlooked;

•

See how people, events, dates and facts are related to learn the real story hidden within your data.
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EARL Y CASE ASSESSMENT
Early Case Assessment (ECA) provides an overview of all your data and
extracts meaningful insights from it. Semantics reveal names, dates,
events, and other facts. AI uncovers sentiments and emotions to show
patterns, trends, and their underlying context.
Learn the real story before spending months on document review.
Teams make informed decisions on whether to pursue cases or aim for
early settlement. They can more accurately predict the resources
needed to pursue a case. An early decision to settle saves significant
costs and resources that would’ve gone toward additional discovery.

DATA REDUCTION & AUTOMATION
Data analytics trim massive data sets down to around 1-4 percent of
their original size. ECA goes beyond deduplication, deNISTing, and
keyword search to save an additional 30-50% on review costs by
removing irrelevant information from data sets with these capabilities:
•

Automatically identify relevant documents for case-specific issues such as antitrust behavior, fraud, etc.;

•

Reconstruct email threads and finds missing emails;

•

Identify spoken words and phrases in videos and audio files (Phonetic audio search);

•

Find specific numbers within a range (e.g. all dollar amounts between $45K and $50K);

•

Search text laid out in any direction (e.g. architectural plans);

•

Automatically tag potentially privileged documents and filter by a particular custodian, file type, keywords,
date ranges and other metadata to include or exclude batches for further review (Auto-classification);

•

Black-line and redact private and protected information (Auto-redaction).
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These work together to significantly improve the relevancy of the
documents sent to reviewers who then aren’t paid to review personal or
irrelevant documents.
Automation also makes producing final batches to requesters, auditors,
and opposing counsel easier. The system automatically handles
tedious, time-consuming tasks such as Bates-labeling (including
troublesome audio and video files) and inserting placeholders.
You have the added flexibility to perform document review in-house
assisted by technology. Security risks are reduced even further, and it’s
easier to collaborate with outside counsel and advisors on important
decisions about strategies and priorities.

SMART FACT-FINDING WITH ASSISTED REVIEW
Or: “We find what we’re looking for without even knowing what it is.”
Smart fact-finding is what you get when you can teach the system what
you are looking for, and it goes one better by finding that information
AND suggesting other potentially relevant information for review.
Start an investigation without knowing exactly what you are looking for
Find relevant documents regardless of the search skills of end-users
through a process that is typically 15 to 20 times more efficient than
manual review.
Consider, for example, an HR matter where emails among several
individuals are analyzed. AI dives into the data and creates a wheel of
hot topics it finds within. Now you know where it’s most beneficial to
drill in further.
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With assisted review, reviewers don’t need to wait for a senior partner to
spend hours creating a training set. Jump right into review with as few
as 100 documents. As you categorize and label documents, the system
learns to recognize and categorize future documents. It recognizes
similar concepts and automatically categorizes documents into
conceptual categories.

HIGH QUALITY, ACCURATE, DEFENSIBLE RESULTS
Assisted review results in higher quality results and more consistent
tagging compared to human reviewers. Precision and recall values
indicate the quality of text categorization. Normal human performance
level is at 80%. AI easily achieves values of up to 100%.
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The decision-making moments of automated processes are thoroughly
documented. Detailed reports show clear audit trails of the steps taken
from start to finish. Reports can show exactly how the quality of
classifiers was developed and include all training processes such as
which training documents were used, who reviewed them, where, when,
and for how long.
With this level of traceability, you can audit the productivity of reviewers,
too, allowing you to ensure you always work with the most efficient
partners.

HIGHEST LEVEL OF SECURITY
Security is at the highest levels achievable. With an in-house eDiscovery
platform, all your data remains under corporate control at all times.
Be fully informed on every insight as it is discovered. Collaborate with
internal departments, external advisors, contracted reviewers, and other
third parties and produce only the data they need from a single, easily
accessible point.
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RECOGNIZING THE ROI
ON IN-HOUSE
EDISCOVERY PLATFORMS
• 1000 Gb data, 80 Gb
after culling and
processing, 1-4 Gb
after light review

98.9%

• ~ 90% reduction from
collection to culling
• ~ 90-95% additional
reduction
from
culling to external
review by doing an inhouse light review

Legal department and IT teams are often the first to recognize when
their company needs to initiate the changes necessary to prepare for
eDiscovery. Executive buy-in is easier to get now than it was a decade
ago because today’s eDiscovery platforms are specifically designed to
be much easier to use and more affordable than their predecessors.
Learn more about moving forward on your journey in the white paper
“Building the Business Case for In-House eDiscovery.”
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DIS C L AIMER
© ZyLAB Technologies B.V. and/or its affiliates (“ZyLAB”). No part of any ZyLAB blog,
whitepaper, datasheet or any other marketing publication may be reproduced or distributed
in any form or by any means, or stored in a database or retrieval system, without the prior
written consent of ZyLAB The information, data and content contained in such ZyLAB
marketing publications is owned by ZyLAB and is subject to change without notice. ZyLAB
assumes no responsibility for any errors that may appear.
All ZyLAB’s marketing publications are educational in nature and are not legal advice for an
organization’s particular circumstance. Marketing publications are for informational
purposes only. ZyLAB makes no warranties, expressed or implied, by operation of law or
otherwise, relating to these documents, the products or the computer software programs
described herein. ZYLAB DISCLAIMS ALL IMPLIED WARRANTIES OF MERCHANTIBILITY
AND FITNESS FOR A PARTICULAR PURPOSE. In no event shall ZyLAB be liable for (a)
incidental, indirect, special, or consequential damages or (b) any damages whatsoever
resulting from the loss of use, data or profits, arising out of these documents, even if
advised of the possibility of such damages.
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